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GOVERNMENT OFFICIALS 
NATIONWIDE had to hit the fast-
forward button on modernization 

initiatives to ensure that teleworking 
employees could access networks and data 
from remote locations. For many agencies, that 
meant a higher reliance on cloud technology 
and a possible expansion of their cybersecurity 
vulnerabilities in an environment already 
attractive to hackers. 

Agencies had been increasing their use 
of cloud technology before the COVID-19 
outbreak. Over the years, cloud adoption was 
spurred by the Obama-era Federal Cloud 
Computing Strategy (popularly known as 
Cloud First) and the Trump administration’s 
update of that strategy, called Cloud Smart. 

The policy emphasis is having an impact. 
According to research conducted by IDC on 
behalf of Thales, 54% of federal government 
data is now stored in the cloud, surpassing 
private-sector cloud adoption. Furthermore, 
federal agencies estimate that 51% of the data 
they store in the cloud is sensitive.

Although many experts say cloud 
environments can be more secure than on-

premises systems, they’re far from immune 
to vulnerabilities. On March 13, as agencies 
began shifting to telework in response to the 
coronavirus pandemic, the Cybersecurity 
and Infrastructure Security Agency (CISA) 
warned agencies to be prepared for an 
increase in phishing attacks on teleworkers 
and encouraged agencies to use multifactor 
authentication. 

Two months later, CISA issued an alert 
stating that advanced persistent threat 
groups were targeting organizations involved 
in pandemic response, including local 
governments and health care entities.

Guidelines for structuring  
cloud security
In response to the security challenges raised 
by the cloud, the federal government has 
provided myriad foundational documents, 
guidelines and strategies to help agencies create 
a strong security posture, which is not always 
straightforward given the mix of on-premises, 
private and commercial cloud environments 
that many agencies use. 

Most notably, the Federal Risk and 

Authorization Management Program 
(FedRAMP) provides a standardized approach 
to assessing, authorizing and continuously 
monitoring cloud services and products. 
FedRAMP ensures that agencies have access to 
cloud technology that meets the government’s 
rigorous standards and has encouraged 
providers to raise their own standards.

Furthermore, security is one of three main 
pillars of the Cloud Smart strategy, which 
reinforces a call for agencies to use “data-
level protections and fully leverage modern 
virtualized technologies.” It states that 
“encryption and [identity, credential and access 
management] implementation is particularly 
relevant in the context of cloud-based 
environments, namely in those instances where 
an agency is partnering with an external service 
provider to manage network visibility and data 
protection.” 

The Cloud Smart strategy also recommends 
service-level agreements that give an agency 
“continuous awareness of the confidentiality, 
integrity and availability of its information” 
and notes that the governmentwide Continuous 
Diagnostics and Mitigation program “continues 

Cloud Security

CLOUD 
SECURITY
Government efforts to construct secure cloud environments  
have intensified during the coronavirus pandemic

CREATING A 
BLUEPRINT FOR

CLOUD SECURITY
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Sources: Bloomberg Government, CIO Council, Deltek, FCW 

to evolve so that agencies are equipped with 
the monitoring capabilities they need to 
understand their cyber risk in the cloud.”

Fortuitously, the government released draft 
guidance on an updated Trusted Internet 
Connections (TIC) initiative near the end 
of 2019. TIC began more than a decade 
ago as a way to limit the number of agency 
connections to the internet, which made 
sense at the time. But networks and security 
have evolved in the intervening years, so TIC 
3.0 includes cloud as an official use case, 
making it easier for agencies to adopt the 
technology. 

In response to the coronavirus lockdown, 
CISA specifically references TIC 3.0 in the 
telework guidance released on April 1. The 
goal is to provide “security capabilities for 
remote federal employees securely connecting 
to private agency networks and cloud 
environments.”

Cloud security is top of mind for state and 
local government leaders, too. The 2020 list 
of the top 10 priorities for members of the 
National Association of State CIOs includes 

cybersecurity and risk management at the 
top and cloud in third, just behind digital 
government — in terms of strategy, policy 
and management. However, when it comes 
to technologies, applications and tools, the 
No. 1 priority is cloud solutions (specifically 
software as a service). 

The need for a more modern approach to 
IT systems was apparent this spring when 
several states — including Connecticut, 
Kansas and New Jersey — put out a call for 
Cobol programmers to help with systems 
running on decades-old mainframes that 
teleworkers couldn’t access.

The lasting impact of the pandemic
Cloud technology has a crucial role to play 
in agencies’ ability to modernize IT systems 
and take advantage of the latest technological 
innovations. Because of its importance, cloud 
adoption must keep pace with security efforts. 
For example, despite the fact that the Office 
of Management and Budget requires agencies 
to use FedRAMP to authorize the use of 
cloud services, 15 of 24 agencies recently 

surveyed by the Government Accountability 
Office said they did not always use FedRAMP. 
Specifically, agencies reported using 247 cloud 
services that had not been certified. GAO 
recommended that OMB enhance its oversight 
and that the General Services Administration, 
which manages FedRAMP, improve its 
guidance and monitoring.

Still, more than half (58%) of respondents 
to a recent survey of FCW readers said the 
security of cloud-based technology is a top 
priority, and 83% said their agencies have 
strategies for managing compliance with 
various security standards in the cloud. 

The response to the coronavirus pandemic 
has demonstrated that agencies can continue 
to function when most employees are 
teleworking, and in many ways, cloud-based 
technology has enhanced teamwork and 
productivity. Some of those changes may be 
here to stay. Fortunately, security approaches 
are evolving to better fit today’s networking 
realities, and the stage is set to ensure that 
those changes aren’t just functional but are 
also secure.      

 $7.1B$7.1B
Amount federal cloud spending is 

projected to reach in 2020

$9.1B $9.1B 
Amount federal cloud spending 

could reach in 2024

45% 45% 
Agencies that use private clouds

17 of 22 17 of 22 
Number of action items that have 
been completed under the Cloud 

Smart strategy 

CLOUD SECURITY
BY THE NUMBERS
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FedRAMP Solution Providers

More than 90 FedRAMP solutions are available through Carahsoft and its reseller partners, enabling 
the public sector to access a wide range of cloud-based technologies to securely drive modernization 
and digital transformation. In addition, Carahsoft has partnered with a broader ecosystem of cloud 
service providers, security and compliance, and third party assessment organizations to support its 
technology partners’ FedRAMP authorization initiatives and expand the portfolio of tools available to 
agencies seeking secure cloud solutions.

Carahsoft’s FedRAMP solutions are available through its reseller partners on a variety of contracts 
including Carahsoft’s GSA Schedule 70, SEWP V, ACCENT, NASPO ValuePoint, and numerous state and 
local contracts.  To learn more, contact us at (703) 871-8646 or visit Carahsoft.com/FedRAMP.
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AS CLOUD-BASED TECHNOLOGIES evolve, the 
government continues to take steps to ensure that agencies 
can securely deliver and manage applications and citizen 

interactions in the cloud. With the support of FedRAMP and the 
Trusted Internet Connections program, agencies are starting to 
realize that, in some instances, the cloud may be more secure than 
their own on-premises environments. 

Ensuring that personal data is protected and secure is essential to 
agencies’ efforts to modernize the customer experience. Furthermore, 
the 21st Century Integrated Digital Experience Act (IDEA) allows 

agencies to shift their priorities to focus on offering a customer 
experience that mirrors what commercial entities offer.

Designing with the end user in mind
The emphasis on user-centered design is changing the way 
applications are created. In the past, many government applications 
were built from the perspective of the agency rather than from the 
perspective of the end user.

The flexible, innovative nature of cloud technology makes it 
easier for agencies to improve the efficacy of their applications and 
what they ultimately deliver. In addition, cloud technologies can 
help agencies start getting a 360-degree view of how they interact 
with citizens, business partners and other agencies and even begin 
personalizing those experiences. 

In addition, software that manages, authenticates and verifies 
people’s credentials can ensure privacy while streamlining the 
customer experience. IDEA codifies the use of secure credentials 
across platforms and therefore will accelerate the use of trusted 
credentials in multiple environments so that people will be even more 
willing to conduct online transactions with the government.

Future-proofing IT systems
There are many other technologies than can ease the transition to 
improved digital services in the cloud. As agencies make investments 
in their IT infrastructures, they should aim for building a system that 
helps them take advantage of all that the cloud has to offer. 

Leading with an open-source, open-API approach allows agencies 
to avoid being locked into proprietary architectures and software. It 
helps them future-proof their systems by giving them the ability to 
incorporate new technologies as they are developed. For example, 
open-source software like Drupal allows agencies to add automation 
and machine learning to their cloud-based systems, which further 
ensures the flexibility, scalability and security of those systems.

The government needs to be able to adopt the latest technologies 
while protecting users’ privacy. That’s why it’s essential for 
government and industry to continue working together to improve 
the way cloud-based technology manages and secures data. 

Peter Durand is vice president of Acquia’s federal sector.

Peter Durand 
Vice President, Federal Sector, Acquia

The security, reliability, 
and agility of the 
Acquia Platform 
enables government 
departments and 
agencies to align 
their resources and 
deliver on their 
mission.

acquia.com/gov

Cloud and the 
customer 
experience 
Advances in cloud security are boosting the public’s 
willingness to interact with agencies online
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THE CORONAVIRUS PANDEMIC has underscored 
the government’s need to offer a secure cloud environment 
that allows employees to access their data and applications 

anywhere, anytime and at virtually infinite scale.
Many agencies found themselves unprepared to support the 

sudden move to telework in response to the pandemic. Some didn’t 
have enough VPNs or smart-card readers for their employees’ 
remote devices, for example. Google Cloud customers that were 
already using G Suite or Cloud Identity were able to make the 
transition to telework smoothly without the need for VPNs or 
other special technology. That was due in part to G Suite’s reliance 
on a zero trust architecture, which shifts access control from the 
network’s perimeter to individual users and devices. 

Google implemented BeyondCorp, our zero trust model, for our 
global infrastructure nine years ago — long before the pandemic 
demonstrated that this approach could be a foundation for 
continuity of operations.

Keeping up with the state of the art 
To achieve true, ongoing cloud security, agencies must move 
beyond compliance-based checklists and build strong partnerships 
with commercial cloud providers that have taken the time to 
understand the government’s security and mission objectives. 

Over the decades, the government has repeatedly committed 
to custom single-vendor solutions, which have locked agencies 
into long-term commitments with proprietary systems. When 
that happens, agencies fall behind the state of the art, they don’t 
get security updates at the speed of the industry, and their costs 
increase dramatically. 

Instead, agencies should be moving to open standards, open-
source tools and commercial best practices with the goal of 
creating secure hybrid, multi-cloud environments. That’s how 
agencies can get the most out of the cloud, keep costs low and 
incorporate best-in-breed technologies. Tools like Kubernetes offer 
agencies the ability to operate across multiple cloud vendors, and 
a zero trust architecture can help create a security regime that 
operates across cloud environments.

A safer internet for everyone
Security is a top priority at Google. It shapes the way we design 

our data centers, our applications and even our hardware. The 
infrastructure that Google runs on is the same infrastructure that 
runs our customer data and applications. 

Our security engineers and researchers have led industry 
coalitions to identify and fix vulnerabilities exploited by the likes 
of Heartbleed, Spectre and Meltdown. Google’s goal is much 
broader than just securing our own cloud. We’re out to make the 
internet a safer place for everyone. 

Shannon Sullivan is director of federal at Google Cloud.

Shannon Sullivan 
Director of Federal, Google Cloud

Why multi-cloud  
and zero trust are 
now essential 
Open-source technology and partnerships with industry are the 
keys to flexible, secure cloud systems
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AS MORE USERS, DEVICES AND DATA 
operate outside the traditional network, security must 
move to the cloud as well. In other words, whenever 

agency leaders have a security challenge to solve, their primary 
thought should be, “Can the solution be delivered from the cloud?”

The secure access service edge (SASE) and cloud-native 
application protection (CNAP) models that Gartner defined are 
frameworks for enabling secure, fast cloud adoption. They can 
function as an example of true north — an ideal for government 
agencies to aspire to as they expand their use of cloud technology. 

The transition will likely be a gradual one for many agencies, 

some of which will need to add security controls they didn’t think 
about when applications were running inside the network. But 
traditional perimeter-based controls are no longer relevant in a 
cloud-based environment.

The value of a robust, cloud-native platform
SASE and CNAP pull together a number of different technologies 
and categories. But those are point-in-time definitions. 
Technologies evolve and their functions change over time, so 
rather than think about what category of product they need, 
agencies should focus on what they’re trying to accomplish and the 
business outcomes they want to achieve.

Agencies should look for a platform that was built natively 
in the cloud. It should apply persistent protection to sensitive 
information no matter where it goes; offer complete visibility into 
data, context and user behavior across the entire environment; and 
take real-time action to correct policy violations and stop security 
threats.

Having such a platform is critical for agencies to meet their 
portion of the security responsibilities they share with cloud 
providers. 

Security as an enabler of productivity
As agencies adapt to changing security needs, they must remember 
that employee productivity is paramount. If we make it difficult for 
employees to be productive, they will find a way around security 
policies. Instead, we need to create environments in which employees 
do not have to choose between security and convenience. In essence, 
security should be an enabler of productivity.

Agencies should also pay attention to developers as an increasingly 
important class of employees they want to attract because developers 
can help transform an organization into one that is more agile, efficient, 
competitive and ultimately more successful. 

The unprecedented time we’re going through is causing a significant 
uptick in the use of cloud, and that use will only continue to grow. By 
applying a cloud-centric mindset to security challenges, agencies can 
keep pace with those changes. 

Rajiv Gupta is senior vice president of the cloud security 
business unit at McAfee. 

Rajiv Gupta
Senior Vice President, Cloud Security 
Business Unit, McAfee

The route to  
secure, fast  
cloud adoption
By taking a cloud-centric approach to security, agencies  
can shift their focus to mission outcomes 

Tell me more ›

Simplify SASE

Adoption with 

Unified Cloud Edge

Gain visibility and control  
to protect data everywhere

Visibility  n  Control  n  Compliance
Data Protection  n  Threat Prevention  n  Cloud-Native

McAfee and the McAfee logo are trademarks or registered trademarks of McAfee, LLC or its subsidiaries  
in the US and other countries. Copyright © 2020 McAfee, LLC 

http://mcafee.com/unifiedcloudedge
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MOVING TO THE CLOUD REQUIRES a 
considerable level of effort and expense. Ensuring the 
security of applications or services running in a cloud 

adds another layer of complexity. When choosing a cloud service 
provider, organizations need to understand what security controls 
they will effectively inherit from that provider and what controls they 
will have to build and deploy on their own. 

For government agencies, FedRAMP provides a host of security 
levels and a robust number of security controls in a well-documented 
package, but Defense Department agencies also need to understand 
if they have any additional impact-level requirements for their 
applications and mission-critical data. As mission partners move to 
the cloud, they need to make sure that approved cloud providers can 
meet those baseline security and impact-level requirements. 

Many organizations or application owners may lack the internal 
capability to bridge security gaps that may occur when moving from 
an on-premises data center to a commercial cloud. Additionally, 
the traditional acquisition process can be cumbersome and time-
consuming and can significantly delay your move to the cloud. The 
Defense Information Systems Agency’s “fit-for-purpose” cloud service, 
milCloud® 2.0, eliminates this costly additional process by allowing 
DOD mission partners to buy cloud consulting, expertise, engineering 
and technical support with the infrastructure as a one-stop shop. 

Connecting cloud offerings to DOD networks
DOD has taken a comprehensive approach to making sure its 
agencies can operate securely in the cloud. The ability to meet very 
rigorous security requirements relies heavily on clear policy directives 
and well-documented processes and procedures as contained in 
DOD’s Cloud Computing Security Requirements Guide. 

General Dynamics Information Technology powers milCloud® 
2.0, which connects cloud service offerings to DOD networks. 
milCloud® 2.0 gives our mission partners the ability to inherit a 
baseline set of security controls that differs significantly from what 
other commercial or custom-built clouds can offer.

A wealth of security controls
Beyond inheriting the security controls of the DOD networks, 
mission partners also inherit the physical controls from the DISA 
data centers and the military bases where they reside. Additionally, 

they acquire the controls from DISA’s internal cloud access point, 
as well as milCloud® 2.0’s Impact Level 5 authorization from 
DISA and our FedRAMP High authorization.

This robust security inheritance is delivered within that Impact 
Level 5 cloud service, which scales on demand. This makes it a 
cost-effective solution for DOD mission partners that is available 
today using MIPR funds or a credit card, delivering a cost-
effective, convenient and secure cloud service to DOD. 

Jeffrey Phelan is the milCloud® 2.0 cloud services portfolio 
lead at General Dynamics Information Technology.

Jeffrey Phelan
milCloud® 2.0 Cloud Services Portfolio 
Lead, GDIT

Cloud security 
considerations for  
DOD mission partners
DOD mission partners benefit from a fit-for-purpose cloud that  
offers the highest levels of security

http://milcloud2.com
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THE GOVERNMENT IS STARTING TO GO 
beyond adopting cloud technologies to building policy 
around them. For example, in response to the sudden 

explosion in telework during the coronavirus pandemic, the 
Cybersecurity and Infrastructure Security Agency issued the TIC 
3.0 Interim Telework Guidance, which embraces key elements of the 
latest iteration of the Trusted Internet Connections initiative. 

TIC 2.0 basically advocated a straight line from a user to a trusted 
connection, but TIC 3.0 is a more flexible framework that recognizes 
the increasingly fluid nature of network boundaries. Rather than 
running everything through a TIC first, agencies can use policy 

enforcement points — essentially gatekeepers to digital resources 
— that are closer to the application or the user. The approach 
accommodates risk-based tolerances and the ability to add entirely 
new network zones.

Now agencies can shift workloads closer to end users and take 
advantage of best-in-breed products while protecting data and 
enforcing strong authentication. 

An omnichannel experience for employees
Under TIC 3.0, agencies can still use network proxies, cloud access 
security brokers, and security information and event management 
(SIEM) tools to build a strong security framework, but they don’t have 
to run everything through a TIC. And users don’t have to struggle 
with increased latency and network complexity. Instead, the end-user 
experience is streamlined because cloud-native tools are handling 
processes and workloads.

Agencies end up with a clean omnichannel experience for 
employees because their location no longer matters. Whether they are 
working on an iPad at home or a desktop computer at a government 
office, the security level and user experience are the same. 

Adaptive, contextual security responses
As security tools and techniques evolve to help agencies better protect 
their cloud environments, we’re seeing a move toward more adaptive 
responses, and we’re starting to see better interoperability between 
applications. 

At Okta, we are building strategic partnerships to help drive that 
adaptive and contextual response, which connects to the security 
trend toward zero trust. For example, Okta can track failed login 
attempts and push that information to a SIEM tool, which can alert 
the IT service management tool to create a ticket for the security team 
that points back to the log for root cause analysis. 

That automated process can also protect the user’s account by 
putting it in a state where the threat actor can’t do any harm and then 
restore the account to full access once the issue is resolved.

Such a dynamic framework allows agencies to deliver a secure, 
seamless user experience while keeping up with the latest technology 
developments. 

Habib Hourani is a solutions engineer at Okta.

Habib Hourani 
Solutions Engineer, Okta

The traditional four walls that protected an 
organization’s data no longer exist: More 
people are accessing more resources, and 
from more locations, than ever before. 
Learn how government agencies can utilize 
Okta as the foundation for a successful Zero 
Trust program now, and in the future.

Because People are 
the New Perimeter

Zero Trust 
Security

Gartner & Forrester Leader
FedRAMP Authorized 
CAC/PIV Support

Learn More at 
okta.com/ZeroTrustModel

The evolution 
of trusted 
connections 
Zero trust and adaptive security workflows support 
more robust cloud environments
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CLOUD IS NOT A ONE-SIZE-FITS-ALL solution. 
Instead, finding the right fit depends on knowing agencies’ 
customers, the type of information they’re processing and 

their user base. Then it’s a question of aligning what the customer 
needs with the cloud offerings that are available.

FedRAMP has been very successful at making that fit easier. 
The program brings transparency and consistency to the 
government’s use of cloud technology. Agencies know that an 
authorized company’s product or service has been rigorously 
reviewed under FedRAMP and that the government’s continuous 
monitoring program will provide information about how 
vulnerabilities are mitigated during the term of service. 

Keeping threats at bay
An effective security monitoring strategy starts with intelligence. 
For agencies, that means being mindful of the threat actors that 
are probing the network perimeter and responding accordingly. 
Threat intelligence platforms integrated with security information 
and event management tools can automate security monitoring 
with threat intelligence to further strengthen agencies’ ability to 
monitor and adapt. 

The day-to-day blocking and tackling of cybersecurity includes 
good configuration management, access control and identity 
management, which can result in strong security. But for cloud 
security to rise above the dangers in the digital landscape, agencies 
must find the right balance of people, processes and technology. 

At SAP National Security Services, we work hard to get the process 
right, attract great people and leverage the best available technology, 
which enhances our ability to identify threats and keep them at bay.

For security monitoring, we rely on automation, machine 
learning and behavior analytics to analyze data and make those 
insights available to a team of subject-matter experts. That 
approach enables us to be more effective, efficient and secure. 
We also share insights with our industry peers and have outside 
consultants double-check our work through periodic assessments.

A customized strategy for success
In addition, we incorporate the strategies of industry leaders. In 
particular, the cloud aspects of MITRE’s ATT&CK Matrix, which 
expounds on the concepts first articulated in Lockheed Martin’s 

Cyber Kill Chain, have helped us structure how we perform 
security monitoring. 

SAP NS2’s work on behalf of our federal civilian and defense 
customers has attracted the attention of the commercial sector, 
which is hearing from customers and other stakeholders that 
security matters. Failure can be expensive and, in some cases, 
catastrophic. By aligning our solutions with individual customers, 
we can ensure everyone’s success. 

Ted Wagner is vice president and chief information security 
officer at SAP National Security Services.

Ted Wagner 
Vice President and CISO, SAP National 
Security Services

Make More Confi dent Decisions 
by Leveraging Secure Cloud Solutions 

with SAP NS2.  

OPTIMIZE YOUR 
CLOUD SECURITY

Now, let us help you. 
Learn more at sapns2.com/cloud

877-972-7672
info@sapns2.com
www.sapns2.com
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Cloud: One size  
does not fit all
Agencies need a blend of people, processes and  
technology that meets their specific mission needs
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ADVANCES IN SECURE cloud-based tools are helping 
agencies modernize their workflows and processes, which 
has been especially important during the response to the 

coronavirus pandemic. When government employees were directed 
to work from home to slow the spread of the virus, their everyday 
responsibilities still involved accessing a variety of systems so they can 
analyze data, make decisions and then input the results into various 
systems or share those insights with other employees. 

Seamless collaboration with colleagues
Smartsheet Gov enables employees to do all those tasks more easily, 

efficiently and securely by working with those systems on an automated 
or integrated basis. In addition, employees can access Smartsheet from 
wherever they are. They can share information and the results of their 
work via dashboards that multiple employees can view at one time and 
continue that seamless collaboration with their colleagues even when 
everyone is working from home.

Smartsheet datasets are housed in a secure, FedRAMP-authorized 
cloud environment, which assures agencies that they can adhere to 
the same security protocols from outside the office. For example, if an 
agency needs to conduct a yearly audit that would normally take place 
with all the participants at a physical location, they can do the work 
remotely using Smartsheet Gov to run the same playbook, the same 
audit and the same workflow regardless of where those employees 
reside. 

Such borderless teams can reduce costs while increasing employee 
satisfaction and productivity. 

Maintaining critical workflows 
The federal government has undertaken some ambitious initiatives 
to modernize its IT environments and more widely adopt cloud 
technology. As more and more companies achieve FedRAMP 
authorization for their products and services, agencies are beginning to 
discover some of the tools that the private sector has been using for a 
while now. 

During the coronavirus pandemic, FedRAMP has made it possible 
for agencies to quickly deploy new tools to support a remote workforce. 
Recognizing that pressing need, we made Smartsheet Gov available for 
free to government entities during the pandemic, and we’ve had over 
a hundred agencies and departments take advantage of that offer to 
quickly create routines for collecting and managing large amounts of 
data specifically in response to COVID-19. 

The pandemic has made government leaders aware of the need to 
provide tools that enable employees to keep critical workflows going 
during a crisis while at the same time helping agencies manage those 
employees remotely to keep teams aligned and productive. The lessons 
agencies are learning now will go a long way toward helping them 
achieve their long-term modernization goals. 

Ignacio Martinez is vice president of security, risk and 
compliance at Smartsheet. 

Ignacio Martinez 
Vice President of Security,  
Risk and Compliance, Smartsheet

How cloud makes
telework smarter 
Cloud-based tools are transforming teamwork and employee 
productivity regardless of location
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Cloud Security Learn more at Carah.io/Splunk-FedRAMP-FCW

THE CORONAVIRUS PANDEMIC and the rapid shift 
to remote work have made agencies realize that they cannot 
continue relying on legacy applications. The pandemic has 

thrust cloud adoption into the spotlight and made it an imperative.  
Although cloud services offer many benefits — including agility, 

enhanced citizen experience and reduced cost of operations — many 
agencies lack confidence and have been reluctant to undertake this 
journey. Security and visibility have always been cited as primary 
challenges with any cloud deployment or modernization initiative. 

The gold standard for cloud security
The nature of an agency’s mission, data protection needs and other 
requirements suggest that multi-cloud and hybrid environments will be 
the norm. As we migrate to these new locales, there is an exponential 
deluge of data scattered across multiple systems and endpoints. It 
is critical that agencies have granular visibility into all the devices, 
workloads and applications running across these environments so that 
they can gain operational and security insights. The fidelity of data is 
another crucial factor because without it any technology has its limits 
and decisions may not ensure successful outcomes. 

To allay any fears about security, FedRAMP, a standardized 
framework for security assessments, was introduced. It has grown 
to be the gold standard for cloud security today. Authorized cloud 
services ensure that all mandated federal security measures are met 
and can even accelerate an agency authority to operate due to the 
“do once, use many times” approach. Access to granular data enables 
continuous monitoring of the cloud service, resulting in a better 
security posture and enabling timely risk-based decisions.

Splunk drives confidence in security
Splunk, an analytics-driven platform that employs AI and machine 
learning, is ideally suited to tackle the complexities of cloud security. 
It can not only aggregate data regardless of scale, format and volume 
from any source, but it also automates the process of sifting through 
mountains of telemetry data and correlating the relevant entities to 
find critical insights in real time, thereby reducing the burden on 
security analysts.  

Given the disparate nature of data generated across this 
heterogenous environment, it offers a “single pane of glass” to present 
contextual views across all environments and gain holistic situational 

awareness critical to making confident decisions and driving actions. 
With enhanced visibility, agencies can accelerate security posture 
assessments, ensure compliance through continuous monitoring, 
automate responses to prevent threats and expedite investigations. 
Agencies can proactively address threats and manage risk with the 
ability to identify anomalous network traffic, prioritize security 
investigations, and automate policy changes and updates based on 
malicious activity. 

Ashok Sankar is director of industry marketing for public 
sector and education at Splunk.

Ashok Sankar 
Director of Industry Marketing, Public 
Sector and Education, Splunk

Visibility is  
essential for 
cloud security
Managing a secure cloud requires continuous monitoring of all 
relevant data for meaningful insights
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THE TRUSTED INTERNET CONNECTIONS 
initiative was created in 2007 after the Office of 
Management and Budget conducted a study that found 

thousands of unprotected internet connections at agencies. 
Back then, we were using the internet mainly for email and web 
browsing, so when the government mandated that all internet 
traffic must go through a trusted connection, it made sense. 

But over the years, agencies have moved workloads to the 
cloud, and now employees’ activities rarely travel through an 
agency’s data center. As a result, TIC became a barrier to cloud 
adoption. 

The TIC 3.0 draft guidance, however, is a crucial step toward 
removing those obstacles. 

Policy enforcement at the edge
Under TIC 3.0, industry partners can perform security 
services for agencies as long as they comply with government 
standards. Furthermore, the telework guidance issued during 
the COVID-19 crisis allowed agencies to provide remote access 
for employees via a zero trust architecture that meets the 
requirements of TIC 3.0. 

The latest advancement in cloud technology is Gartner’s secure 
access service edge (SASE) model, which decentralizes security 
services for greater performance, reliability and scalability. The 
FedRAMP-authorized Zscaler Cloud Security Platform is a SASE 
service that’s delivered across data centers throughout the U.S. 
and globally on U.S. sovereign ground, ensuring secure, fast and 
local connections for users everywhere. Zscaler also provides zero 
trust access to private applications in the data center or cloud 
without ever putting user traffic on the agency network. 

Embracing the opportunity to change
At Zscaler, we have cloud nodes all over the globe, which allows 
users to have the same experience and protections on any 
device, anywhere. If a user logs into our cloud from anywhere 
in the world, we can immediately log the user and detect for 
suspicious activity. And if we identify a vulnerability, we block, 
we notify, and then we update all our global cloud nodes within 
seconds. This is called the cloud effect — the ability to protect 
all our users globally within seconds of detecting a vulnerability. 

TIC 3.0 is helping agencies redefine cloud security now that 
there is no longer a network perimeter, and many agencies have 
embraced the opportunity to change. However, it’s still a 
transformation that will likely take a year or longer as agencies 
start small and then tackle more complex activities. Ultimately, 
those activities will be more secure in the cloud, and the user 
experience will be superior. TIC 3.0 is the catalyst for change, 
and the time is now. 

Stephen Kovac is vice president of global government and 
head of corporate compliance at Zscaler.

Stephen Kovac 
Vice President of Global  
Government, Zscaler

How the cloud  
is redefining  
security
TIC 3.0 is allowing agencies to extend security to users 
beyond the network’s perimeter 
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The Federal Risk and Authorization Management 
Program (FedRAMP) offers agencies the 
assurance that approved cloud services and 
products meet the government’s rigorous 
security standards. Although efforts have been 
made to streamline the process, achieving a 
FedRAMP authority to operate (ATO) is still a 
multi-layered, time-consuming process that can 
be challenging for companies to navigate.  

It begins with finding a sponsor that will 
shepherd a cloud product or service through the 
process. Companies can pursue either an ATO 
through an individual agency or a provisional ATO 

through the FedRAMP Joint Authorization Board. 
A provisional ATO gives an agency a springboard 
to authorize a cloud product or service for use at 
that agency.  

Next, companies must document every 
dimension of their cloud technology, which 
must be configured according to detailed 
specifications. If a company wants to reach 
Defense Department customers, it must go 
through an additional evaluation to ensure that 
its product or service complies with DOD’s 
Impact Level 4 or 5. 

Fortunately, some companies that have 

automated the process to obtain authorizations 
serve as FedRAMP Security and Compliance 
Providers for others that are new to the 
government market. Their best practices 
include automating nearly every aspect of the 
authorization process and building government-
approved security platforms that serve as the 
base on which their partners’ applications can run. 

Here are three companies that are helping 
cloud providers achieve ATOs quickly, efficiently 
and cost-effectively so that agencies can have 
faster access to innovative technology without 
compromising security. 

SECURITY AND  
COMPLIANCE PROVIDERS  

SPEED TIME 
TO ATO 

THE MORE WE SEPARATE THE PURSUIT of security 
and compliance, the more we end up with environments that are 
neither secure nor compliant. The solution to this is automation. 
When security and compliance are an integrated, automated 
component of a cloud environment, they become more reliable, 
more consistent and less expensive. 

Anitian has taken that idea and built a security and compliance 
platform that automates the deployment, configuration and 
certification of cloud environments. In about an hour, our 
platform deploys an entire cloud environment that is pre-
engineered to meet compliance frameworks such as FedRAMP, 
DOD SRG, PCI, CJIS and more. The platform then wraps a whole 
suite of security controls around a customer’s applications to 
dramatically accelerate the security and compliance process. 

For example, Smartsheet, a well-known software-as-a-service 
company, already had many federal agency customers for its 
SaaS workflow management offering. However, it needed to 
obtain FedRAMP authorization while also moving its products 

and services into the cloud at the same time. Anitian helped 
Smartsheet shift its applications into Amazon Web Services’ 
GovCloud, implement all the FedRAMP security controls, 
document its entire environment and become audit-ready in 58 
days. The company received its FedRAMP ATO a few months 
later. 

Since then, Smartsheet’s federal business has grown significantly. 
This is an excellent case study where security and compliance were 
transformed from an impediment that slowed down business to 
an energizing catalyst that promotes growth and prosperity.  

Andrew Plato is CEO of Anitian (anitian.com/fedramp-
compliance-automation).

Automating the 
authorization process

Andrew Plato
CEO, Anitian

John Lee
Vice President of 
Cloud Solutions, 
Carahsoft 

Cloud Security



SPONSORED CONTENT 15 

Learn more at Carah.io/ATO-FedRAMP-FCW

SPONSORED CONTENT 15 

PROJECT HOSTS MAKES IT MUCH EASIER for federal 
agencies to grant ATOs to cloud applications. For an agency-
dedicated application deployment, initial onboarding to ATO 
typically takes two to three months. For a multitenant application 
to get a software-as-a-service (SaaS) FedRAMP authorization, the 
time is typically six months. 

These shortened timelines are only possible due to the fact 
that Project Hosts has built a FedRAMP-authorized platform as 
a service (PaaS) on top of Microsoft Azure that covers 80% of all 
FedRAMP controls and can accommodate almost any application 
without redevelopment. To grant an ATO, agencies can leverage 
the already authorized PaaS package and focus their attention 
on how Project Hosts has implemented the application-specific 
controls in the remaining 20%. 

Project Hosts’ PaaS also has an Impact Level 5 authorization that 
reduces Defense Department ATO timelines to four months.  

For an independent software vendor seeking a FedRAMP 

authorization for its multitenant application, we know exactly 
what to ask to create compliant control responses. Based on those 
insights, we have built documentation templates and technical 
questionnaires, as well as training that prepares application 
developers for the audit process.  

Project Hosts manages about 12 cybersecurity audits per year, so 
we know what agencies and FedRAMP are looking for. Earlier this 
year, the FedRAMP Program Management Office told us that its 
validation of the FedRAMP SaaS authorization package we brought 
through was the fastest they had ever performed. 

Scott Chapman is president, CEO and co-founder of Project 
Hosts (projecthosts.com/government).

Scott Chapman
President, CEO and 
Co-Founder, Project 
Hosts 

Partnering with  
a cloud compliance 
expert 

THE BEST WAY TO CUT DOWN on the time, cost and 
complexity of the ATO process is by capitalizing on capabilities 
that already exist. Instead of having to interpret a security 
control, implement it in a certain way, work with consultants 
and auditors, and then get the government’s approval, 
companies can use Rackspace Technology’s security controls 
and move on to other requirements. 

We offer Rackspace Inheritable Security Controls as a service 
so that our partners inherit up to 80% of the requirements to get 
a FedRAMP ATO at the moderate level. In addition, we have 12 
authorizations for solutions that run on top of our secure platform. 

Many innovative cloud solutions were not built with the 
government’s security guidelines in mind. To achieve FedRAMP 
approval, those companies have to refactor what they’ve already 
done and add security controls after the fact, which is an 
onerous process. Although companies could pursue FedRAMP 

authorization on its own, they can reach agency markets much 
faster by partnering with Rackspace Technology.

We believe in the FedRAMP process, and we believe the 
software-as-a-service model is ideal for government IT decision-
makers. Our goal is to help more companies make it through the 
FedRAMP authorization process so that we can deliver innovation 
to the public sector. By providing the government with more 
choices and consistent security, the government wins, industry 
wins, and taxpayers win as well.  

Brad Schulteis is senior director of government solutions at 
Rackspace Technology (rackspace.com/fedramp).

Brad Schulteis
Senior Director 
of Government 
Solutions, Rackspace 
Technology

Delivering innovation 
and consistent 
security
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Executive Viewpoint

From baked-in security  
to defense in depth
I used to make the statement that I’m not a 
security expert, but I play one on TV. But I 
don’t do that anymore because in the world 
of cloud, everybody has to be a security 
expert.

The Department of Defense has been 
involved in cloud from the very beginning. 
We actually kind of created the cloud. 
We started a project about 55 years ago 
called ARPANET, which was all about 
connecting research labs and universities 
together so they could share compute 
power and research. ARPANET ultimately 
became what we call the internet today. 
And then DOD created our own networks 
for warfighting purposes.

So cloud computing is in our DNA. 
When we started sharing compute power 
early on, security really wasn’t a major 
concern because the networks were 
closed. They were limited to the academic 
institutions and the research labs that were 
connected. And you had to go through 
a human in order to get jobs run on 
computers. So security was baked into the 

system from the very beginning.
As we moved away from that kind of 

model to client/server and then ultimately 
springing back into the cloud world, 
security has gone into what we call the 
onion layers. You build security in a series 
of layers to ultimately get to the center of 
the onion. But once they’re in the center, 
there’s really nothing in there to protect 
you. People are allowed to move around in 
there as they see fit. 

Defense in depth is the model we use 
for cloud security today. We start with 
firewalls at the edge and add intrusion-
prevention capabilities, intrusion-detection 
devices, reporting, aggregation of log data, 
humans who actually review that data 
and machines that do AI analytics to try 
to find people who are doing things they 
shouldn’t be doing in the cloud and then 
take action to stop that from happening.

The rise of zero trust
That defense-in-depth process really has 
not changed in the last 15 years. And while 
it was probably good when it started, we’re 
now seeing the problems with that model. 

A conversation with
JOHN HALE

JOHN HALE
Chief of Cloud Services, Defense 
Information Systems Agency

This conversation is adapted 
from a presentation at an 
FCW event.

Cloud Security

The data in the cloud is what’s 
valuable, and with zero trust, 
access to that data is not 
guaranteed at any time.
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Once you’re inside, that lateral movement 
from one system to the other all the way 
down the chain is the scary part. It’s 
almost impossible to catch because the 
tools we use are designed to protect the 
onion.

Where we’re going and where I see the 
industry going is zero trust. The data in 
the cloud is what’s valuable, and with zero 
trust, access to that data is not guaranteed 
at any time. Many pieces of information 
have to come together for you to gain 
access to that data and process it. And that 
information could be who you are, where 
you are, what kind of device you’re on or 
what network you’re on. 

As part of the zero trust model within 
DOD, we’re looking at everything possible 
to create that authentication signature. 
Mobile devices are becoming not just 
a nice-to-have capability for leadership. 
They’re basically becoming a core way 
of doing business for the warfighter, and 
everything a mobile device goes through 
can help generate an authentication 
decision toward your ability to access, 
process and manage data in the cloud.

The role of weather data  
in mission success
When we talk about DOD, everybody 
thinks about the warfighting mission — the 
soldier on the field, the sailor on the ship or 
the airman in the plane. But in reality, the 
department has a lot of structure behind it 
in order to make that mission happen, and 
it used to be that something like the weather 
was not even listed as a critical system. Well, 
you can’t fight a war if you don’t know what 
the weather’s going to be.

The Air Force’s weather organization 
processes and distributes more data in a 
day than the entire Department of Defense 
did in a year 10 years ago. And anybody 
who’s a history buff knows the weather 
people actually decided when D-Day was 
going to occur, not the senior leadership. 
D-Day was supposed to occur two days 
before it actually did, but the weather team 
said, “It’s going to be horrible. It’s going 
to be a disaster.” And they convinced 
leadership to push D-Day back to a point 
where the weather would be in the right 
place for the mission to be successful.

Now the weather system processes 
petabytes and petabytes of information 
every day from a myriad of commercial 
and DOD providers that feed information 
into that system, process it and then 
distribute the information to their mission 
partners so they can make tactical 
decisions about the warfighting mission. 
And that’s all done in the cloud because of 
the need for compute and storage at a scale 
that’s growing astronomically.

But security has been baked in from 
the very beginning. And so how particular 
users of the system gain access, how they 
process that information and how they 
ultimately distribute that information 
toward the decision-making process have 
all been driven by access-based control 
capabilities. 

The platform of choice  
for new capabilities
My point is that the missions are pushing 
toward a zero trust model, and we’re really 
hoping that commercial products catch 
up and lead us in that direction so that we 

can continue to push cloud capabilities 
to enable warfighters to complete their 
mission. Cloud is not the right fit for 
every capability, but as we modernize all 
our warfighting capabilities, ultimately 
the cloud will become the first platform of 
choice for every new capability.

Right now we run a couple of thousand 
applications in a commercial cloud 
environment, and in a given week, we 
block about 190,000 benign probes into 
our capabilities. Those are script kiddies, 
college kids who are just poking around 
to see what they can find. Out of that 
190,000, there are about 10,000 that we 
list as serious attacks, where somebody is 
actually trying to do something malicious 
in the system. And then out of those 
10,000, about 250 attacks a week can be 
directly attributed to nation-state actors. 
And that’s only with the portion of the 
workload that DOD has moved to the 
cloud, which is not the largest portion. 

We’re using defense-in-depth 
capabilities the way we would in a 
traditional data center. For the most 
part, we have looked at the cloud as just 
another data center, and we’ve treated the 
applications and capabilities that go in 
there as if they’re just going into another 
data center. That’s wrong, but that’s the 
way we’ve done it to date because that’s 
the mindset and the tool set we have 
available to us.

We need to move to a model where 
security is baked in from the very 
beginning and it’s ubiquitous throughout 
the entire system — and away from this 
model where once you’re inside, you’re 
inside. 

We need to move to a model where security 
is baked in from the very beginning and it’s 
ubiquitous.
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